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Personalization delivers benefits
for both users and providers

Jupiter Communications, 1998: Personalization at 25 e-commerce sites boosted the 
number of new customers by 47% in the first year, and revenues by 52%.

Nielsen NetRatings, 1999:
• Registered visitors to portal sites spend over 3 times longer at their home portal than 

other users, and view 3 to 4 times more pages at their portal
• E-commerce sites offering personalized services convert significantly more visitors 

into buyers than those that don’t.
Choicestream 2004 - 2009:
• 80% interested in personalized content
• 60% willing to spend a least 2 minutes answering questions about themselves
Tam & Hong, 2007: Users who received personalized music recommendations 

downloaded twice as much music, rated it higher, and browsed less for it
Eric Schmidt, 2011: 20-30% of Amazon purchases and 60% of Netflix views are a 

result of personalized recommendations 
Accenture, 2016: >50% are more likely to shop at a retailer in store or online that 
• recognizes them by name.
• recommends options for them based on their past purchases or 
• knows their purchase history.



Downside of personalization

Personalized systems collect significantly more personal data 
than regular systems, since the data is needed for 
personalization. Moreover,

• the collected data often is not used at the moment, but is rather “laid 
in store” for possible future personalization.

• personal data is often collected in a very inconspicuous manner, so 
users don’t notice its collection.

• Users “agree” to this collection of personal data via blanket 
permissions 



Privacy concerns remain very high...





Either Personalization or Privacy?

• Personal data of users are indispensable for personalization
• Users are reluctant to give out personal data

☛ Tradeoff between privacy   
and personalization?



Reconcile personalization with privacy

1. Find technical variants of personalization methods that are 
more privacy-friendly (e.g., using “privacy-enabling 
technologies”)

2. Find new forms of user interface and interaction design that
– Increase transparency of personal data usage
– Empower users to make informed privacy decisions

“Privacy interventions”
(ca. 2005)



Researching privacy interventions in the
design of user interfaces and user interaction

Privacy Intervention Analysis methods used 

”Transparency and Choice”:
1. Contextualized communication of privacy practices
2. User control over personalization methods

3 control/treatment 
comparisons

Different personalization provider characteristics Structural equation modeling
Elaboration likelihood model

Different justifications for data disclosure Linear regression

Different autofill paradigms Structural equation modeling



Current communication of privacy practices



Current communication of privacy practices



Our counterproposal: A design pattern for 
personalized websites that collect user data

1. Traditional Link to Global Communication of Privacy Practices
• Still necessary for legal reasons

2. Contextualized Local Communication of Privacy Practices and 
Personalization Benefits
• Break long privacy policies into small, understandable pieces
• Relate them specifically to the current context
• Explain privacy practices as well as personalization benefits
• Preferably for each entry field for personal information

Design patterns constitute descriptions of best practices based on research 
and application experience. They give designers guidelines for the efficient 
and effective design of user interfaces.

Every personalized site that collects user data should include the following 
elements on every page:



An example webpage based on 
the proposed design pattern

Traditional link to a 
privacy statement

Explanation of 
privacy practices

Explanation of 
personalization benefits



Controlled behavioral experiment 
to validate the merits of our design proposal

Why a controlled experiment?
– In the area of privacy, stated attitudes (e.g., stated privacy 

concern) and stated behavioral intent do not predict actual 
privacy behaviors very well.

– Our study therefore focused on users’ actual privacy-
related behaviors, but also polled participants’ privacy-
related attitudes.



Experimental Procedures

1. Instructions to subjects
� “Testing experimental new version of a well-known online bookstore”
� Answering questions to allegedly obtain better book recommendations
� No obligation to answer any question, but helpful for better recommendation.
� Data that subjects entered would purportedly be available to company
� Possibility to buy one of the recommended books with a 70% discount.

2. Answering interest questions in order to “filter the selection 
set” (pseudonymous)

• 32 questions with 86/64 answer options become presented (some free-text)
• Most questions were about users’ interests (a very few were fairly sensitive)
• All “make sense” in the context of filtering books that are interesting for readers
• Answering questions decreased the “selection counter” in a systematic manner
• After nine pages of data entry, users are encouraged to review their entries.



Experimental Procedures (cont’d)

3. “Recommendation” of 50 books (pseudonymous)
• 50 predetermined books are displayed (popular fiction, politics, travel, sex and health 

advisories)
• Selected based on their low price and their presumable attractiveness for students 
• Prices of all books are visibly marked down by 70%, resulting in out-of-pocket expenses 

between €2 and €12 for a book purchase. 
• Extensive information on every book available

4. Purchase of one book (identified)
• Subjects may purchase one book if they wish
• Those who do are asked for their names, shipping and payment data (bank account or 

credit card charge).

5. Completing questionnaires
6. Verification of name, address and bank data (if book purchased)



Baseline version with no contextual explanations
Links to original privacy state-

ment (split into privacy, security 
and personalization notice)

“Selection counter”



Treatment version with 
contextualized explanations

Contextualized short description of 
relevant privacy practices

(taken from original privacy statement) 

Contextualized short description of relevant 
personalization benefits

(derived from original privacy statement)

Links to original privacy state-ment 
(split into privacy, security and 

personalization notice)

“Selection counter”



Results
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Will any permanently visible privacy-friendly inter-
vention on this website achieve the same effect? 



Will any permanently visible privacy-friendly inter-
vention on this website achieve the same effect? 



Was it the content that triggered subjects’ 
behaviors, or superficial “privacy cues”?

Tan et al. (CHI 2014):
Participants granted permis-
sions 12% more often when 
purpose was displayed, 
independent of its content.

Request Agree 
rate

“Excuse me, I have 5 pages. 
May I use the Xerox machine?” 60%

+ “...because I am in a hurry” 94%
+ “...because I need to make copies” 93%

(Langer et al., 1972)

Tan et al. (CHI 2014):
Participants granted permis-
sions 12% more often when 
purpose was displayed



Instructions to subjects:
Download and test an Android app that analyzes what users do on their 
smartphones and gives personalized recommendations. 

Four conditions:
• Client-side Personalization: “all data will be kept on your smartphone, 

and not be shared with anyone else.”
• 3 “server-side” conditions: “all data will be sent to Amazon / American 

Personalization / the Cloud, and not be shared with anyone else.”

Extensive instruction and comprehension tests regarding the personalization 
services and the location of data storage.

Study with different 
fictitious personalization providers



12 demographics data and
12 context data permissions requested 



Main attitudinal constructs 
(items based on prior studies) 

Subjective	
construct	

Items	 Factor	
loading	

Self-anticipated	
satisfaction	with	
Check-it-Out	

(SAT)	

Alpha:	0.92	

AVE:	0.751	

Check-it-Out	is	useful	 	0.898	

Using	Check-it-Out	makes	me	happy	 	0.885	

Using	Check-it-Out	is	annoying	 −0.703	

Overall,	I	am	satisfied	with	Check-it-Out	 	0.925	

I	would	recommend	Check-it-Out	to	others	 	0.903	

System-specific	
privacy	concern	
(SPC)	

Alpha:	0.76	

AVE:	0.660	

Check-it-Out	has	too	much	information	about	me	 0.756	

I	find	the	questions	intrusive	that	Check-it-Out	asks	me	 0.847	

	 	

Perceived	
privacy	
protection	(PPP)	

Alpha:	0.95	

AVE:	0.887	

I	feel	my	personal	data	is	safe	[on	my	smartphone	/	at	American	

Personalization	/	at	Amazon	/	in	the	Cloud].	
0.917	

I	feel	[my	smartphone	/	American	Personalization	/	Amazon	/	the	

Cloud]	will	not	share	my	personal	data	with	anyone.	
0.954	

I	feel	my	interests	will	be	protected	when	my	personal	data	is	[on	

my	smartphone	/	with	American	Personalization	/	with	Amazon	/	

in	the	Cloud].	

0.953	

	



Causal pathways on behavior
cancel each other out
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Elaboration Likelihood Model (Petty & Cacioppo)
How are persuasive messages processed?

Central route
• Triggers higher levels of thought 

(“elaboration”)
• Taken under conditions of high involvement

(motivation, knowledge, ability, time)

Peripheral route
• Decisions made “thoughtlessly”, based on “superficial” cues 

(source attractiveness, colors, music, humor)
• Taken under conditions of low involvement



Privacy-related personality traits
may influence processing route

General privacy concern (which affects motivation)
• high privacy concern: central route
• low privacy concern: peripheral route

Privacy-related self-efficacy (which affects ability)
• high self-efficacy: central route
• low self-efficacy: peripheral route

☞ Study subjects with high/low general privacy concern and 
high/low privacy-related self-efficacy



Personality traits have some direct effects
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Peripheral route
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Studying the effect of justifications on 
data disclosure



No justification 



Disclosure request – Social cues



Disclosure request –
Past benefit for others



Disclosure request –
Projected benefit for me



Disclosure request – Explanation of use



Adjusting privacy-related system behavior 
once user has been classified

ACM IUI 2013



Different autofill paradigms have 
different effects on disclosure

Enter your details, please

Your personal Codacare health insurance policy will be based on the
information you provide. Please note that none of the items are
required, but the insurance will be better tailored to your needs if you
provide more information.

General information

Please provide your general information.

Name (first): (last):
fill

Address:

fillCity: State: Zip:

Gender:
fill

Age:
fill

E-‐mail:
fill

Health

Please answer the following questions about your health. This is important to find the
correct care package.

Birth control usage:
fill

Weight (lbs):
fill

> For employers

> For investors

> Contact

> About us

 

Please  enter  your  information
I WRK will find jobs based on the information you enter on this form.
None of the items on the form are required, but if you provide more
information the jobs will be a better match.

GENERAL AND CONTACT INFO

General and contact information

FIRST NAME

John
LAST NAME

Smith clear

AGE

23 clear

GENDER

Male clear

E-MAIL ADDRESS

john@smith.com clear

ADDRESS

123 Main St.
CITY

New York
STATE

NY
ZIP

12345 clear

WORK EXPERIENCE

Please tell us about your education and work experience, so that we
can find a suitable job for you.

HIGHEST DEGREE EARNED

Doctoral clear

CURRENT EMPLOYMENT STATUS

Employed for wages clear

CURRENT/PREVIOUS JOB

Researcher
SECTOR

Education, library, or training clear

EXPERIENCE (IN YEARS)
5 clear

Please tell us more about yourself
BlogHeroes  will  assign  a  "guild"  to  you  based  on  the  information  you  provide  below.  Note  that  none
of  the  fields  are  required,  but  our  classification  will  be  better  if  you  provide  more  information.

General  info  about  me
Please  provide  some  background  info  to  get  our  matching  process  started.

Name  (first): John (last): Smith

E-mail  address: john@smith.com

Gender: Male

Age  (years): 23

Address: 123 Main St.
City: New York State: NY Zip: 12345

What  I  do  for  a  living
Some  guilds  write  about  their  jobs.  Tell  us  more  about  yours,  and  we  can  provide  a  better  match.

Employment  status: Employed for wages

Experience  (years): 5

Current/previous  job: Researcher Sector: Education / training / library

Income  level: between $50K and $100K/year

Education: Doctoral

My  health
Some  guilds  write  about  their  health.  Providing  us  with  some  info  will  help  us  match  them  to  you.

Physical  health: About average

Dietary  restrictions: allergic to nuts

Birth  control  usage: None

ICIS 2013

• 25% less disclosed
• No default effect
• Purpose taken into 

account in disclosure 
decisions



Reconcile personalization with privacy

1. [ “privacy-enabling technologies” ]

2. Find new forms of user interface and interaction 
design that
– Increase transparency of personal data usage
– Empower users to make informed privacy decisions

“Privacy interventions”
(ca. 2005)



Conclusions regarding privacy interventions in 
user interface and interaction design 

• Providing transparency, choice or control at the interface with 
regard to privacy inherently biases the user

• Bias can go in either direction, depending on diverse user 
characteristics

• Interventions may trigger higher levels of thought (elaboration), 
and improve users’ privacy decision making, or rather serve as a 
superficial feel-good cue (“privacy placebo”).
☞ Privacy interventions may or may not have the intended 

effect, and often the effect is different for different people.
☞ We need to study their effects extremely carefully before 

deploying them into practice.
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